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1 Introduction

Proliferation of modern information technology over the past decades was one of the leading causes of
productivity growth in the US and worldwide. Appreciation of this fact lead to a surge of interest to economic
aspects of this phenomenon. In particular, the economic aspects of cybersecurity risks and of vulnerabilities
of information technologies became increasingly scrutinized, especially given the relatively open, standard
driven character of most communication and data processingprotocols. We refer the reader to the survey
[1] for comprehensive and up-to-date references.

We address here the question of investment into IT security:how much a firm facing a risk of loss due
to IT vulnerabilities has to invest in mitigating these risks?

1.1 Gordon-Loeb model

An influential model owing much of its popularity to simplicity and transparency was introduced by Gordon
and Loeb, [2].

They stipulated that a firm, facing potential lossL can invest a certain amountz to reduceS(z), the
probability of the loss.1 Thus the expected loss, given investmentz, is nowLS(z).

If the firm is risk neutral (standard assumption which we adopt here), the optimal security investment
should be the valuez∗ minimizing

min
z>0

(LS(z) + z), (1)

the sum total of the amountz spent on security and the expected losses given the securityinvestment.
We will refer to the expected value of loss given zero security investment asvalue at risk,

R = LS(0).

Gordon and Loeb, following customary economic intuition, postulated that the functionS is differ-
entiable, non-increasing, converges to0 asz → ∞ and is convex. Further, they investigated two natural
parametric families of functionsS satisfying these requirements and found, remarkably, thatfor all functions
of either family, the optimal investmentz∗ does not exceed 1/e-th fraction of the total value at risk:

z∗ ≤ R/e.

This result predictably generated significant attention and invited much scrutiny. Counterexamples
started to appear (see [3, 4]) of functionsS, satisfying all properties postulated in [2], yet such thatthe
minimizersz∗ solving (1) are arbitrarily close to the total value at riskR (obviously, a risk neutral agent will
not spend more on risk mitigation than the expected risk itself).

1Gordon and Loeb used a bit more involved notation,S(v, z), to emphasize the dependence of the residual vulnerabilityon
the probabilityv of loss observed when no security investment is made. As we donot consider dependence onv here, and it is
tangential to the essence of Gordon and Loeb’s model, we droppedv altogether.
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1.2 Main results

The goal of this work is twofold. On one hand, I will try to go one step deeper into the understanding
the risk mitigation process, postulating some axioms addressing the process as such. The properties of the
residual vulnerability functionS will then be derived from these axioms, not taken as primitive. Further I
will analyze the optimal security investment for general problems satisfying the proposed axioms.2 It will
turn out that for such functionsS, the1/e rule of Gordon and Loeb holds.

1.2.1 Basic assumptions

Here is a sketch of the basic setup of this study (details are found in the next section).
I posit that the mitigation process consists of a variety of independent actions (like installs of soft-

ware patches), each of which reducing the loss probability insignificantly and similarly requiring small
investment. A firm is free to choose a collection of the mitigating actions best addressing its demands, to
maximize the total utility of such investment.

To model mitigating actions, whose costs and effects each are individually negligible compared to the
effect of the whole, we, following the standard paradigm, will introduce a measurable space,Ω, so that the
elements of this space areelementary actions, and its subsets are the actions which can be deployed by a
firm. We assume that the effects of the actions are independent and the costs are additive. Together these
assumption would lead to integral representations of both costs and effects of the actions undertaking by a
firm.

1.2.2 Log-convexity and1/e rule

Under assumption of rationality (for a given budget, the agent always selects the actions within the budget
minimizing the residual vulnerability), we prove that the residual vulnerability functionS is not merely
convex (thus justifying this part of Gordon-Loeb model), but log-convex. The main tool here is the Lyapunov
convexity theorem.

And log-convexity ofS turns out to be the key for the validity of1/e rule: we prove that the optimizer
z∗ for (1) does not exceedR/e, as long as the functionS is log-convex (the functional families of studied in
[2] are log-convex). Thus the1/e rule is valid for a very broad class of functions.

2 Setup

We address the issue of rational investment into the security of information technology of a firm within the
framework close to that of [2]. As the model is rather generaland does not involve explicit modeling of
IT risks or of ways of their mitigation, its scope does not restrict to IT investment only. However, we will
postulate several properties that IT risks and actions mitigating them should possess; the properties of the
model important to us will rely on these properties.

We formulate these properties, true to the fashion of economic literature, asaxioms A0-A3.
One of the main differentiators of IT risks is the relative ease with which a given threat can be gen-

erated, and with which it can be deflected. Compared with the loss a single threat can, under favorable
circumstances, inflict on an enterprise, the cost of either generating the threat or of its deflecting is vanish-
ing. This can be seen, for example, in the fast changes of generations of computer viruses and in as efficient
and rapid creation of anti-viral software.

2We do not restrict attention to any particular functional family; indeed, the results are valid generally, and the set offunctions
S arising within the proposed framework is infinite-dimensional (indeed, an open convex subset of the Banach spaceC([0, ∞))).
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A mitigating action against the plethora of IT vulnerabilities should therefore address many of them at
once. Let us identify a mitigating tool with the set of risks it is neutralizing.

Accepting this leads one to the following set of axioms:

2.1 Axioms

A0 We assume thatelementary protective actions are elements of a measurable space of a separable
measurable space(Ω,F), and that the protective actions formmeasurable subsets of Ω. 3 Thus, an
admissible protective action is a measurable subsetA ∈ F .

We will assume further that to each (measurable) subsetA ⊂ Ω, we can associate

– the cost of protective measureA, z(A), and

– the residual security risk, which we will denote ass(A)

A1 We will assume that the costs of protective actions are additive: in other words, for disjoint actions
A1, A2,

z(A1 ∐ A2) = z(A1) + z(A2).

Moreover, as, technically, we requirez to be defined on all measurable subsets ofΩ, we will assume
thats is compatible with theσ-algebra structure, and therefore,z is a positive measure on Ω.

To formalize the idea that protective actions are infinitesimally small, we will assume that the measure
s is nonatomic, i.e. that any measurable subsetA of positive cost can be split into two disjoint subsets
of lesser, yet positive costs (summing up, of course, tos(A)).

A2 Similarly, we will require that the residual security risks aremultiplicatively independent, i.e. for
disjoint A1, A2,

s(A1 ∐ A2) = s(A1)s(A2).

The rational behind this assumption should be clear: the probability for a security risk to escape two
disjoint sets of independent protective actions is the product of the probabilities to penetrate each of
the defenses.

The logarithm ofs is additive, and as before we will require also theσ-additivity, so that

u := log(s)

is a (non-positive) measure onΩ.

Involving the infinitesimal smallness of the individual, elementary protective actions, once again, we
also postulate thatu is nonatomic.

A3 Lastly, we will require that achieving perfect protection cannot be free, i.e. that the range of thevector
valued measure (s, u),

{(s(A), u(A)), A ∈ F}

does not contain(0,−∞).

Summarizing, our axioms [A0-A3] imply that the protective actions form aσ-algebraF of subsets of
some measurable space of elementary protective actionsΩ, equipped with two measures, non-negative,
s, and non-positive,u, such that for a protective actionA ⊂ Ω, the cost isz(A) and the residual risk is
s(A) = exp(u(A)). We will refer to these two measures ascost measure and security breach measure,
respectively.

3It will not restrict the generality a bit, to think of this measurable space as the unit interval equipped with theσ-algebra of Borel
sets.
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3 From measures to functions

Recall that the primitive in Gordon-Loeb’s model was a function S(z), calledsecurity breach probability,
describing the residual probability of loss, given investmentz. We will recoverS(z) assuming that given a
budgetz, the agent selects the most efficient protective actionA.

More formally, let us defineS(z) as

S(z) = inf
A∈F :z(A)≤z

s(A) = exp( inf
A∈F :z(A)≤z

u(A)).

In other words, the least residual risk one can hope to achieve under any protective actionA whose cost does
not exceedz.

z

residual risk

z

u

S(z)

Figure 1: Residual risk probability (left) is the exponential of the lower envelope of the range of the vector-
valued measure (right display)

3.1 Main convexity result

Proposition 3.1. a) The range of the (vector-valued) mapping

A 7→ (z(A), u(A))

is a convex closed subset R ⊂ R
2 (in fact, a proper subset of the forth quadrant {z ≥ 0, u ≤ 0}).

b) For any z, the value S(z) is attained on a protective measure A ∈ F;

c) The function
v : z 7→ log(S(z))

is convex.

PROOF: The part a) of the Proposition are immediate corollaries ofLyapunov’s convexity theorem, stating
that the range of a vector-valued non-atomic measure is closed and convex. The properness of the range
follows from our Axiom A3.

The part b) is then immediate by the continuity of exponential function.
The part c) is immediate from a) as well: the lower envelope ofa convex set on the plane is a graph of a

convex function. �

One immediate reformulation of the Proposition 3.1 is

Proposition 3.2. The security breach probability S is a log-convexnonincreasing function of z, and there-
fore convex itself.
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PROOF: The first claim is a mere restatement of what we already know,while the second claim follows as
exp is a convex monotonous function. �The log-convexity ofS is in fact fairly
intuitive. Indeed, one can think ofS(z) as the best collection of protective measures one can acquire given
the capitalz. Obviously, one should invest into those tools whose (infinitesimal) return is highest. In our
context, this return is the rate at which the residual breachprobability reduces with incremental increase of
the investmentz. This rate is non-increasing if the investment is optimal, as the best protection is acquired
first. That is equivalent to the log-convexity.

We also remark here, that while we have derived the convexityof S from our axioms A0-3, the differen-
tiability of S (let alone twice differentiability) does not follow from these axioms. As we will see, it is not
needed for our primary goal, the1/e rule.

4 Optimal security investments and1/e rule

Now we are ready to prove our main result, that the optimal security investment never exceeds the1/e

fraction of the total expected risk.

Theorem 4.1. Let S be a non-increasing nonnegative log-convex function, and z∗ is a solution to the opti-
mization problem

min
z≥0

LS(z) + z.

Then
z∗ ≤ LS(0)/e. (2)

PROOF: The definition ofz∗ means that

LS(z∗) + z∗ ≤ LS(z) + z, (3)

for all z ≥ 0. In other words, inequality (3) implies that the graph of thefunctionLS(z) lies above the graph
of the linear function

v(z) = LS(z∗) + z∗ − z (4)

Let e(z) = A exp(−az) be the exponential function such that the values ofe andv and of their derivatives
coincide atz∗, i.e.

A exp(−az∗) = LS(z∗) and − Aa exp(−az∗) = −1. (5)

Taking the logarithms, we arrive at three functions

sl = logLS, vl = logv, el = loge,

such that

1. sl(z∗) = el(z∗) = vl(z∗);

2. sl ≥ vl on (0,∞);

3. The linear function el has the same derivative asvl at z∗;

4. the functionsl is convex.
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It follows, that
sl ≥ el on (0,∞).

Indeed, otherwise, for somez ′ ≥ 0,

sl(z
′) < el(z

′), (6)

and by convexity,

sl(tz
′ + (1 − t)z∗) < sl(z∗) + t(sl(z

′) − sl(z∗)) < el(z∗) + t(sl(z
′) − el(z∗)), 0 ≤ t ≤ 1. (7)

On the other hand,

sl(tz
′ + (1 − t)z∗) ≥ vl(tz

′ + (1 − t)z∗) = el(z∗) + t(el(z
′) − el(z∗)) + O(t2) (8)

(here we used the differentiability ofvl and the fact thatvl andel coincide with their derivatives atz∗).
Combining (6),(7) and (8) we obtain a contradiction for small enought > 0.

Hence,
LS(z) ≥ A exp(−az), 0 < z < ∞.

In particular,LS(0) ≥ A, and therefore, by (5),

LS(0)az∗ exp(−az∗) ≥ z∗. (9)

As t exp(−t) is bounded from above by1/e, our result follows. �

4.1 Remark

The proof of Theorem 4.1 would be even shorter if we assumed twice differentiability ofS: in this case we
could skip the introduction of the auxiliary functionv deploying just the infinitesimal optimality conditions.

4.2 Example

To somewhat juice up somewhat dry presentation, let us consider two functional families from [2], to check
that they consist of log-convex functions:

First family is given by

S(z) =
v

(az + 1)b
, a, b > 0.

Hence
logS = logv − b log(az + 1),

which is a patently convex function.
For their second family,

S = vaz+1,

logarithm is plainly linear, thus (non-strictly) convex aswell.
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5 Conclusion

One of the direction which would be very interesting to exploit deals with the properties of the residual loss
probability functionS in the situation where the elementary protective measures are not “sequential”. In our
model, essentially, the vulnerability, to succeed, has to pass through a sequence of “filters”, each having its
shot at eliminating the threat. In many situations, this model might be too limited: risks can have different
nature, following, so to say, different routes. Understanding the properties of the range of(s, z) in this
situation seems to be both interesting and challenging.
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